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ssh(http://www.cs.hut.fi/sshi)

sshis thepreferrecconnectiormethodthesenershouldrunacurrent
sshd in preferencéo telnet or rlogin for terminalsessionssshd should
beconfiguredo allow entryvia publickey authenticatiorf.ssh/authorized_keys).

baSh/'[CSl(ftp://prep.ai.mit.edu/pub/gnu/)

Oneor both of these(bash andtcsh the enhanceat—shell)available
asdefault usershellswill allow usto copy (ratherthanrewrite) .login
andcr on scripts.

Cvs (http://www.cyclic.com/)

We usecvs to managavebdevelopmentinternally andfor work con-
tributedby contractorscvs allows hon—technicalisersto updateweb
contentfrom their desktopswith the benefitsof versioncontrol. Our
own useandsetumotesaresummarized thisdocumenthttp:/interactivate.
com/public/cvswebsites/howto-cvs-websites. pdf.

postgresd(http://www.postgresql.org/)

postgresql is the object—relationabQL databas¢hatsupportsour im-
agebase, press release, dynamic charting, online survey andcustomer
contact applications At onetime theimagebase wasdependentipon
postgresgl | ar ge_obj ect () BLOB functions,but the databasele-
velopermay have eliminatedor be ableto eliminatethis requirement.

mysql (http://www.mysgl.com/)

mysqgl supportour postcards application(asusedn theZoo's Heartof
Africa), alightweightversionof theimagebase, andanauthentication
applicationfor siteswith large audience®f subscription-baskusers.



web server

web server modules

system administration

apaChE(http://WWW.apache.org/)

apache v1.3.x is usedto sene all of our web contentand customer
websites.

php3 (http://php.net/)

php3 supportsall of ourwebsenerdatabasateraction aswell

asmostforms—basetvebapplicationsoncehandledby cGl. Be-
causephp3 is built into theweb sener, it performsmuchfaster
thantraditionalcal, but requiresmoresener memoryto run.

mod _ssl (http:/imww.engelschall.com/sw/mod ssl/)

Providesstrongcryptographyfor Apachevia Netscapes Secure
Soclet Layer(ssL) throughthefree ssL implementatioribrary

SSLeay from Eric A. Youngand Tim Hudson. The Zoo’s se-
cure membershipsener and Thawte certificationrely on this

Apachemodule. IcG’s private contentshouldalsobe protected
by mod_sdl

Noteson systemadministratiorandsupportjusttrying to summarize
whatgoeson andwhereassistancenayberequired. .

build andinstallprogramsn userspacgGNU developmentools)
createaccountdor regularusersandtemporarycontractors

turn contractoraccounton andoff for urgenttweaks/repairgs
needed

createandoperateemaillistservs(we useprocmail, smartlist and
ezmlm-idx runningundersendmail andgmail)

changeandreluild the email alias databasé/etc/aliases or en-
triesunder/var/gmail/alias

edit web sener configurationfiles, stopandrestartweb seners
asneededo activatechanges

installandtestwebsener softwareon alternateports
createdatabaseanddatabasesers

regularpatchesppliedto thesoftwarepackageslescribedn this
documentfollowedby recompile/reinstall

assishew usersandcontractorsn familiarizingthemseleswith
thesystemjts layout,anduse.
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