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terminal interaction ssh(http://www.cs.hut.fi/ssh/)

ssh is thepreferredconnectionmethod,theservershouldrunacurrent
sshd in preferenceto telnet or rlogin for terminalsessions.sshd should
beconfiguredtoallow entryviapublickey authentication(.ssh/authorized keys).

bash/tcsh(ftp://prep.ai.mit.edu/pub/gnu/)

Oneor both of these(bash and tcsh the enhancedc–shell)available
asdefault usershellswill allow usto copy (ratherthanrewrite) .login
andcron scripts.

version control cvs(http://www.cyclic.com/)

We usecvs to managewebdevelopmentinternallyandfor work con-
tributedby contractors.cvs allows non–technicalusersto updateweb
contentfrom their desktopswith thebenefitsof versioncontrol. Our
ownuseandsetupnotesaresummarizedin thisdocument:http://interactivate.

com/public/cvswebsites/howto-cvs-websites.pdf.

rdbms postgresql(http://www.postgresql.org/)

postgresql is theobject–relationalSQL databasethatsupportsour im-
agebase, press release, dynamic charting, online survey andcustomer
contact applications.At onetime the imagebase wasdependentupon
postgresql large object() BLOB functions,but thedatabasede-
velopermayhave eliminatedor beableto eliminatethis requirement.

mysql(http://www.mysql.com/)

mysql supportsourpostcards application(asusedin theZoo’sHeartof
Africa), a lightweightversionof theimagebase, andanauthentication
applicationfor siteswith largeaudiencesof subscription-based users.
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web server apache(http://www.apache.org/)

apache v1.3.x is usedto serve all of our web contentandcustomer
websites.

web server modules php3 (http://php.net/)
php3 supportsall of ourwebserver–databaseinteraction,aswell
asmostforms–basedwebapplicationsoncehandledby CGI. Be-
causephp3 is built into thewebserver, it performsmuchfaster
thantraditionalCGI, but requiresmoreserver memoryto run.

mod ssl (http://www.engelschall.com/sw/mod˙ssl/)
Providesstrongcryptographyfor Apachevia Netscape’s Secure
Socket Layer(SSL) throughthefreeSSL implementationlibrary
SSLeay from Eric A. Youngand Tim Hudson. The Zoo’s se-
cure membershipserver and Thawte certification rely on this
Apachemodule. ICG’s privatecontentshouldalsobeprotected
by mod ssl

system administration Notesonsystemadministrationandsupport,just trying to summarize
whatgoesonandwhereassistancemayberequired.. .

� build andinstallprogramsin user-space(GNU developmenttools)
� createaccountsfor regularusersandtemporarycontractors
� turn contractoraccountson andoff for urgenttweaks/repairsas

needed
� createandoperateemaillistservs(weuseprocmail, smartlist and

ezmlm-idx runningundersendmail andqmail)
� changeandrebuild the email aliasdatabase(/etc/aliases or en-

triesunder/var/qmail/alias)
� edit webserver configurationfiles, stopandrestartwebservers

asneededto activatechanges
� install andtestwebserver softwareonalternateports
� createdatabasesanddatabaseusers
� regularpatchesappliedto thesoftwarepackagesdescribedin this

document,followedby recompile/reinstall
� assistnew usersandcontractorsin familiarizingthemselveswith

thesystem,its layout,anduse.

isp-setup.tex 2 Rev: 1.3, Exp, April 29, 1998


